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Tai liéu huong ddn cai dit va sir dung cac bg cong cu phuc vu mé khoa thiét bi cho nguroi diing Yaca

1. Vé tai ligu hwéng din

Tai liéu hudng dan ndy md ta chi tiét cac budc thuc hién va cac noi dung can
ch y trong qué trinh thyc hién khéi phuc thiét bi luu khoa.

Dé thuc hién ma khoa cho thiét bi luu khoa USB Token, ngudi diing can cai
dit bo cong cu hd trg khdi phuc thiét bi luu khoa bi mat (VGCA Unlock Token) hoic
bo cdng cu hd tro tich hop chit ky sé theo quy dinh tai NB 30/2020/ND-CP
(VGCASignService-v2.0.25) tai phan Tai phan mém trén trang chi cua Cuc Ching

thue s6 va Bao mat thong tin (https://ca.gov.vn/tai-phan-mem).

Ngay cap
Tén tai liéu Loai tai liéu nhat Tai xudng

Cong cu hd tro khéi phuc thigt bi Itru khéa bi mat Khac 07/09/2021 X
2 Trinh diu khign thi&t bi USB Token Bit4ID Driver 12/05/2021 X
3 Trinh diu khi&n thiét bi - TokenManager Driver 30/03/2021 X
4 | B6 cong cu hd tro tich hop chit ky s6 theo quy dinh tai NP Khac 15/05/2020 X
30/2020/ND-CP
5  Bocong cu tich hop ky s6 va xdc thuc van ban dién tr (PDF) Khéc 14/05/2020 X
trén thiét bi di ddng theo quy dinh tai Nghi dinh s6
30/2020/ND-CP
6  Phdn mém vSign trén Android sir dung SD Secure khac 24/02/2020 X
7 B cong cu hé trg phat trién Gng dung ky s& trén thiét bi di Khac 24/02/2020 X
doéng str dung SIM-PKI
8  Congcucai dat chirng thur sd CA 32hit 24/02/2020 X
9  B&cong cu ky s phuc vu lién thdng (xac thuc chéo) cac hé khac 24/02/2020 X,
théng CA
10 Céng cu hd trg gia han chimg thw s6 (VGCA Renew Tool) 32hit 24/02/2020 X
11 Phan mém vSignPDF hd tro ky s6 va xdc thuc tai liéu dién tir 32bit 24/02/2020 X

dinh dang PDF, trién khai cho co quan Dang va Nha nwéc


https://ca.gov.vn/tai-phan-mem

Tai lidu huong ddn cai dat va sir dung céac bg cong cu phuc vu mé khéa thiét bi cho nguoi dung

Yaca

2. Cai dat cong cu VGCA Unlock Token

Sau khi thuc hién tai cdng cu tr trang chu, thuc hién giai nén va chay file

VGCAUnNlockToken.msi

# VGCAUnlockToken Setup

/GCA

Xéc thue & Bao mat

Welcome to the VGCAURlockToken

Setup Wizard

The Setup Wizard will install VGCAURlockToken on your
computer, Click Mext to continue or Cancel to exit the Setup

Wizard.

Cancel

O cira sb tiép theo, ban c6 thé thay d6i dudng dan cai dit, sau d6 chon “Next”.

# VGCAUnlockToken Setup

Destination Folder

Install VGCAURlockToken to;

Click Mext to install to the default folder or dick Change to choose another.

X

/

Change...

|C: YProgram Files (x86)WeCAURlodkToken',

Cancel
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Tiép theo, chon “Install” dé thuc hién cai dit cong cu.

15 VGCAUnlockToken Setup — X

Ready to install VGCAUnlockToken /

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back I @ Install { Cancel

Sau khi thuc hién cai dat thanh cdng, chon “Finish” dé két thic.

# VGCAUnlockToken Setup — X

A Completed the VGCAUnlockToken Setup
Wizard

e thue & Bho mibt

Click the Finish button to exit the Setup Wizard.
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Sau khi hoan tat cai dit, trén man hinh Desktop s& xuat hién icon cua cong cu
mé khoa thiét bi VGCA Unlock Token.

2]

VGCA Unlock
Token

Nhép dup chudt vao icon, cong cu ma khoa thiét bi s& xuat hién tré man hinh.

¥ VGCA - KHOI PHUC THIET BI LUU KHOA BI MAT

/ BAN CO YEU CHINH PHU -
GCA CUC CHIPNG THU'C SO VA BAO MAT THONG TIN 1

Xac thyc & Bao mat

: SafeNet Token M4 s& Token: | ]

... Bit4ID Token
M& théch thic: | | (&
Ma phan hai: | |

Mat kh&u méi: | |

Xac nhan mat khau: | |

Mét khdu mdi phai dam béo yéu céu vé chét lugng du do an toan.

Mat kh&u an toan cd it nhat 8 ky tu, chii hoa, chii thudng,
s6 va ky td dac biét (nhu: | @ # S %)

Nhap mé phan hdi do quan tri vién cung cép.

Log OK Bdéng




Tai liéu huong ddn cai dit va sir dung cac bg cong cu phuc vu mé khoa thiét bi cho nguroi diing Yaca

3. Cai dit cong cu VGCASIignService
Sau khi thuc hién tai cdng cu tr trang chu, thuc hién giai nén va chay file
VGCASignService.msi

7 VGCASignService Setup - X

/ Welcome to the VGCASignService Setup
Wizard

Xéc thue & Bao mat

The Setup Wizard will install VGCASignService on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

O cira s6 tiép theo, ban c6 thé thay d6i dudng dan cai dit, sau d6 chon “Next”.

#7 VGCASignService Setup — e
Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install VGCASignService to;

|C: \Program Files (x86) WECAWGCASIgnService!,

Change...

- care

Tiép theo, chon “Install” dé thyuc hién cai dit cong cu.
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17 VGCASignService Setup —

Ready to install WVGCASignService

X

/

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back | @ Install {

Cancel

Sau khi thuc hién cai dat thanh cdng, chon “Finish” dé két thc.

17 VGCASignService Setup —

Wizard

Nic thue & Bho mit

Click the Finish button to exit the Setup Wizard.

A Completed the VGCASignService Setup

Cancel
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Sau khi hoan thanh cai dit, nhip chuot phai vao logo cua céng cu
VGCASignService ¢ goc bén phai caa thanh “Taskbar”, chon muc “Mé khoa thiét
bi”.

Théng tin
Caidat CTSCA
Dang ky sirdung
Céau hinh hé théng
[ Mé& khéa thiet bi Iz =
Cap nhat phan mém
Khéi déng lai B @
Pong
W '/ 4
: 2:10 PM
.+ 80°F Rain ~\ im (7 dx ENG 9/8/2021
Cong cu md khda thiét bi VGCA Unlock Token s& xuat hién trén man hinh.
¥ VGCA - KHOI PHUC THIET BI LUU KHOA BI MAT X

BAN CO YEU CHINH PHU
A CUC CHU'NG THUC SO VA BAO MAT THONG TIN 1

N «

Xac thyc & Bdo mat

SafeNet Token Ma& s6 Token: l l

... Bit4ID Token
M& thach thic: | | O]
M& phan hdi: | |

Mat kh&u méi: | |

Xac nhén méat khau: I ]

Mé&t khdu mdi phai dam bao yéu céu vé chat lugng da dé an toan.

M&t khdu an toan co it nhat 8 ky tu, chii hoa, chii thudng,
sG va ky tu dac biét (nhu: | @ # S %)

Nhap méa phan hoi do quan tri vién cung céap.

Log ‘ OK Bong
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4. Sir dung cong cu mé khoa thiét bi

Bwéc 1: Cim thiét bi USB PKI Token can mé khoa vao may tinh.

Buwéc 2: Chay phan mém VGCA Unlock Token, tai giao dién chinh, tién hanh
chon loai thiét bi: & khung bén trai bang cach nhap dup chudt vao loai thiét bi can mo
khoa, SafeNet Token hoic Bit4ID Token (nhu hinh 4.1 13 thiét bi Bit41D Token).

Sau khi chon loai thiét bi can khéi phuc, cac théng tin caa thiét bi s& duoc hién

thi & khung bén phai, bao gdm ma sé Token va m thach thuc.

¥ VGCA - KHOI PHUC THIET Bl LUU KHOA BI MAT
/GC BAN CO YEU CHINH PHU
- EAh ! CcucC CHUNG THUC SO VA BAO MAT THONG TIN x
- SaloNed Tokan Ma s6 Token: |B002925 |
- VGCAToken
- Bitdl r
i B Token Mé thach thic:  |A9 56 94 89 4C 72 | [ &
& \VGCA Token
M& phan hi: | |
Mat khau moi: | \
Xac nhan méat khau: l ’
Méat khdu mdi phai ddm bao yéu céu vé chat lugng da d an toan.
Mat khdu an toan cd it nhat 8 ky tu, chii hoa, chii thudng,
s va ky tu dac biét (nhu: | @ # $ %)
Nhap ma phan hoi do quan tri vién cung cap.
Log OK Boéng

Hinh 4.1. Chon loai thiét bi can khoi phuc

Buwéc 3: Gui thong tin: cac thong tin d3 hién thi cua thiét bi USB PKI Token bi
khoa gdm ma sé Token va ma thach thic, gui cho can bo hd trg k§ thuat (nhu hinh
4.1, ma s6 Token 1a “B002925”, ma thach thirc 1a “A9 56 94 89 4C 727).

Chu y: ma sé Token la duy nhdt véi méi thiét bi, con ma thach thizc duroc sinh
ngau nhién mai lan thec hién, nén khi ldy dwoc ma thach thire, khéng dong cira s6
cua phan mém VGCA Unlock Token dé thuc hién Buéc 4, sau khi chuyén vién hé tro
ky thugt guri lgi ma phan hoi.

Budc 4: Mé khoa thiét bi: sau khi nhan dugc ma sé Token va mé thach thuc,

can bo hd trg ki thuat sé thuc hién cac thao tac hd trg mé khoa thiét bi luu khoa bi
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mat trén hé théng quan tri va gui tra lai ma phan hoi. Nhap ma phan hdi vira nhan
dugc (nhu hinh 4.2, ma phan hdi nhan dugc 1a “7D BF 58 43 3A 45 38 6D”) vao &

“ma phan h6i” & khung bén phai, sau d6 nhap mat khau vao 6 “mat khau maéi” va “xac

nhan mat khau” rdi nhap chon “OK”.

M VGCA - KHO! PHUC THIET BI LUU KHOA BI MAT

/ BAN CO YEU CHINH PHU
Wl B A CYC CHUNG THU'C SO VA BAO MAT THONG TIN x

i St Token Ma sG Token 3002925
VGCAToken
o e M théch thic:  |A9 56 94 89 4C 72 | 8
VGCA Token \9 56 94 89 4C 72 ]
Ma phan hdi: 7D BF 58 43 3A 45 38 6D i
Mat khéu méi: 1l ------
Xac nhan mét khau: [weeeees

Mét khdu mdi phai dém béo yéu cdu vé chét lugng da d an toan.

Mat khéu an toan co it nhat 8 ky tu, chii hoa, chi thudng,
sG va ky tJ dac biét (nhu: 1 @ # S %)

Nhép mé phan hoi do quan tri vién cung cép

Log OK Bong

Hinh 4.2. Nhap ma phan hoi va mat khau méi cho thiét bi
Qua trinh ma khoa thiét bi thanh cong s& c6 thong bao nhu hinh 4.3:

Mé& khda Token b4

o Mad khda Token thanh cang!

Hinh 4.3. Thong béo qué trinh ma khoa thiét bi Token thanh cong
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5. Théng tin lién hé hd tro

5.1. Cuc Chitng thuc sb va Bao mat thong tin

- bia chi: S6 23, Nguy Nhu Kon Tum, Thanh Xuan, Ha Noi
- bién thoai: 0243.773.8668

- Email: ca@bcy.gov.vn

- Website: https://ca.gov.vn

5.2. Bo phan Hb tro ki thuat

- Pau méi lién hé: B/c Nguyén Anh T, Giam doc Trung tam HJ tro k§ thuat.
- bién thoai: 0946688109

- Email: natu@bcy.gov.vn

5.3. Bo phan Nghién cau ng dung

- Bau méi lién hé: B/c Pham Coéng Thao, Truang phong Nghién ctu tng dung
va Bao mat thong tin

- Bién thoai: 0962594424

- Email: pcthao@bcy.gov.vn
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